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Abstract

To ensure safety, Europe requires that household appliances comply with the IEC 60730 safety standard.
IEC 60730 Annex H provides three software classifications for automatic electronic controls.

Class A: Control functions, which are not intended to be relied upon for the safety of the equipment.
Examples: Timers, switches, and lighting controls.

Class B: Control functions, which are intended to prevent unsafe operation of the controlled equipment.
Examples: Washing machines, dishwashers, dryers, and refrigerator controls.

Class C: Control functions, which are intended to prevent special hazards.

Example: Burner controls.

Renesas recommends the following self-tests be performed for end products included in class B.
« Stack fault diagnostics for the MCU and program counter
« Anomaly diagnostics for interrupt periods
* Anomaly diagnostics for MCU clock frequencies
* Anomaly diagnostics for ROM/RAM
* Anomaly diagnostics for external interfaces (communication)

This application note describes a method for diagnosing anomalies in the ROM. When starting up the
M16C/60 Series and M16C/50 Series MCUSs, read the SUM value in the program ROM 1 area, and
ascertain if a an anomaly has occurred.

In this application note, the Flash Development Toolkit (hereinafter FDT) is used to calculate the SUM value.
For details on using the FDT, refer to chapter 6 Application Example.

Products

MCUs: M16C/63 Group, M16C/64A Group, M16C/64C Group, M16C/65 Group, M16C/65C Group,
M16C/6C Group, M16C/5LD Group, M16C/56D Group, M16C/5L Group, M16C/56 Group, M16C/5M Group,
M16C/57 Group

When using this application note with other Renesas MCUs, careful evaluation is recommended after
making modifications to comply with the alternate MCU.

RO1ANO705EJ0100 Rev. 1.00 RENESAS Page 1 of 25
July 31, 2011



M16C/63, 64A, 64C, 65, 65C, 6C,

5LD, 56D, 5L, 56, 5M, 57 Groups ROM Verification Using Checksum During Self-Test on MCU Start-Up
Contents
1. Y L= ol o= 1o ) o 1 3
2 Operation Confirmation CONdItiONS ..............ooeiiiiiiiiiiiiei e 4
3. Reference ApPlICAtioN NOTE ...........oiiiiiiiiiiiii e 4
4 [ P2 U0 LT T PSSP 4
4.1 ] FS R 7= o PSSR 4
5. Y0071V T (= PPN 5
5.1 (@ 01T =LA [0 T @AY= AT SR 5
5.2 = To [T C=To IV 1=T o g o VRS T PSSR 6
5.3 L0001 153 = o | £ PP SUPPPTTTRUPPPIN 6
54 UM CHIONS .ottt e oottt ee e e e e eaeeeeeeeaeeeeee e e e et bbb ab—————araarr b 6
5.5 FUNCHION SPECITICALIONS ... ..veiiieiiiiiiie ettt e e et e e e s st e e e e e s aabb e e e e s anbbeeeeeane 7
5.6 [ (oYY =V £ PP 8
5.6.1 VT o oo ==Y Vo USSR 8
5.6.2 ROM Area DetermMiNation ........c.uuueeeiiiieeeeeiiisiiiiiirsirreresee e e s s s s s s sssnrnrrrrereeeaaaeeesassnnsanrrsrnraeeaeaes 9
6. APPLICAtION EXAMPIE ..o 10
6.1 Creating an FDT PrOJECL ......oiiiiiiiiiiiiee ettt e e e e e e e e e s e bbbttt eeeaaaea e e e e e nennbaneeeeeeeas 10
6.2 Verifying the CheCKSUM VAIUE .........ooviiiiiiiiiiiie e e e e e e e e e e e e e e e e e eeaeaaaareeeanes 16
6.3 CheckSUM ValUu@ SEHING ..vvuueeiiiiii i e e e e e e e e e e e e e e s e e e e e aeaeneeas 20
7. SAMPIE COUE ..ttt e e e e e e e as 25
8. Reference DOCUMENIS ......ouuiiiiiiieiie e e e e e e e e erra s 25
RO1ANO705EJ0100 Rev. 1.00 RENESAS Page 2 of 25

July 31, 2011



M16C/63, 64A, 64C, 65, 65C, 6C,
SLD, 56D, 5L, 56, 5M, 57 Groups ROM Verification Using Checksum During Self-Test on MCU Start-Up

1. Specifications

Use the FDT to calculate the checksum in advance, and write the result to a data flash area. When the MCU
starts up, sequentially read the data in the program ROM 1 area in 1-byte units from the start address () to
the end address (FFFFFh). Then calculate the SUM value of the data read. Ascertain if the SUM value in
the program ROM 1 area and the checksum prewritten to the data flash area match. If the values match, the
program ROM 1 area is determined to be accurate. This document describes an example using the
M16C/65 Group.
Note:
1. The start address varies with the ROM size.

Figure 1.1 shows the checksum address, and the address of the internal ROM (program ROM 1) checked
when the MCU starts up.

| | RAM 00000N SFR
Si ntir(;](? XXXXXh 00400h | | RAM
ize ress XXXXXh nterna
12KB 033FFh Reserved area
20 KB 053FFh 0D000h SFR Use the FDT to calculate the
31 KB 07FFFh 0D800h Ext ! checksum, and then write the
47 KB OBFFFh OEO0O0Oh I X em? ;(r)e'; value to a data flash area.
nterna
- OFFFCh
(dataflash)  p--=""1] Checksum
10000h t———————— 1 - —-—- OFFFFh
Internal ROM
rogram ROM 2
14000h (prog )
Ascertain if the SUM value in
Reserved area program ROM 1 area matches
the checksum prewritten to the
data flash area.
Program ROM 1 YYYYYhp —

Size Address YYYYYh
128 KB EO0000h

g:i ig igggg:“ ///} 1 éﬁ% Calculate the SUM value in the

program ROM 1 area by a program.

V7

512 KB 80000h
640 KB 60000h
768 KB 40000h

Figure 1.1  Sample Code Address Space in the M16C/65 Group
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2. Operation Confirmation Conditions

The sample code accompanying this application note has been run and confirmed under the conditions

below.

Table 2.1 Operation Confirmation Conditions

Item

Contents

MCU used

M16C/65 Group

Operating frequencies

« XIN clock: 8 MHz
« CPU clock: 32 MHz (PLL clock is divided by 2, then multiplied by 8)

Operating voltage

3.3V

Integrated development
environment

Renesas Electronics Corporation
High-performance Embedded Workshop Version 4.08

C compiler

Renesas Electronics Corporation
M16C Series, R8C Family Compiler V.5.45 Release 01

ROM Verification Using Checksum During Self-Test on MCU Start-Up

Compile options
-c -finfo -dir "$(CONFIGDIR)"
(Default setting is used in the integrated development environment.)

Operating mode

Single-chip mode

Sample code version

Version 1.00

3. Reference Application Note

The application note associated with this application note is listed below. Refer to this application note for

additional information.

* M16C/63, 64A, 64C, 65, 65C, 6C, 5LD, 56D, 5L, 56, 5M, 57 Groups
ROM Verification Using CRC-CCITT During Self-Test on MCU Start-Up (ROLANO706EJ)

4. Hardware

4.1 Pins Used

Table 4.1 lists the Pins Used and Their Functions.

Table 4.1 Pins Used and Their Functions

Pin Name I/0 Function
P4 0 Output  |High is output when the values match.
P4 1 Output |High is output when the values do not match.

RO1ANO705EJ0100 Rev. 1.00
July 31, 2011
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5. Software

5.1 Operation Overview

In the sample code, steps (1) to (3) of the self-test are performed in order when the MCU starts up. Figure
5.1 shows Sample Code Operation.

(2) Initialize the MCU after it starts up.
(2) Verify the ROM area.

(2.1) Read the program ROM 1 area data in 1-byte units from the start address to the end address.
Calculate the SUM value from the data read.

(2.2) Compare that SUM value and the checksum value prewritten to the data flash area. If the values
match, store the OK result in the variable. If the values do not match, store the NG result in the
variable.

(3) Perform processing for each result.
Output high from port P4_0 when the values match.
Output high from port P4_1 when the values do not match.

( main )

( rom_check )

@ | MCU initial setting | [
@.1) Calculate SUM value of program
' ROM 1 area
@ Verify ROM area [
rom_check() Compare the SUM value
| 22| calculated by a program to the
checksum

(3) | Post-determination processing | |

( return )

i
<

Figure 5.1  Sample Code Operation
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ROM Verification Using Checksum During Self-Test on MCU Start-Up

5.2 Required Memory Size
Table 5.1 lists the Required Memory Size.

Table 5.1 Required Memory Size

Memory Used Size Remarks
ROM 217 bytes In the r01an0705_src.c module
RAM 0 bytes In the r01an0705_src.c module
Maximum user stack usage 20 bytes
Maximum interrupt stack usage 0 bytes

The required memory size varies depending on the C compiler version and compile options.

5.3 Constants

Table 5.2 lists the Constants Used in the Sample Code.

Table 5.2 Constants Used in the Sample Code

Constant Name Setting Value Contents
OK 0 The SUM values match.
NG FFh The SUM values do not match.
Start address of the program ROM 1 area (the sample code uses

ROM_TOP 80000h a starting address that assumes the ROM capacity to be 512 KB).
ROM_END FFFFFh End address of the program ROM 1 area.
SUM DE ADR OEEECh Address where the checksum is saved (the sample code saves

-~ this to the data flash area last).

54 Functions

Table 5.3 lists the Functions.

Table 5.3 Functions
Function Name Outline
mcu_init CPU initial setting
rom_check ROM area determination
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5.5 Function Specifications
The following tables list the sample code function specifications.

mcu_init

Outline CPU initial setting

Header None

Declaration void mcu_init(void)

Explanation Set the PLL clock (divided by 2 and multiplied by 8) as the CPU clock.
Argument None

Returned value None

Remark

rom_check

Outline ROM area determination

Header None

Declaration unsigned char rom_check(void)

Explanation Calculate the SUM value in the program ROM 1 area, and ascertain if it matches the

checksum prewritten in the data flash area.
Argument None

« If the values match: OK (0)
« If the values do not match: NG (FFh)

Returned value

Remark
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5.6 Flowcharts

5.6.1

Main Processing

Figure 5.2 shows the Main Processing.

C

main

Initialize ROM area determine

variable

CPU initial setting
mcu_init()

Port P4 initial setting

ROM area determination
rom_check()

ROM area
determination OK ?

Set the PLL clock (divided by 2, then multiplied by 8)
as the CPU clock.

P4 Register
Bits P4_1 to P4_0 « 00b: Low level

PD4 Register
Bits PD4_1 to PD4_0 « 11b: Output mode

No

A 4
Processing when ROM area P4 register Processing when ROM area P4 register
determination is OK P4 0 bit« 1 determination is NG P4 1bit« 1
< ]
Figure 5.2  Main Processing
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5.6.2

ROM Area Determination

Figure 5.3 shows the ROM Area Determination.

( rom_check )
I

| Initialize match result variable |
[

|Initia|ize SUM value store variable |
[

Set start address of program
ROM 1 area

»
>

Read to end address ?

Yes

Add read data to
SUM value store variable

| Update address |

| Disable protection |

| Enable data flash |

| Set number of data flash waits |

Matches with checksum ?

PRCR Register
PRCL1 bit « 1: Enable writing to the PM1 register

PM1 Register
PM10 bit < 1: Data flash (E0O00h to FFFFh)

FMR1 Register
FMR17 bit « 0: 1 wait

No

| Set “OK” as match result variable |

| Set “NG” as match result variable

»i
)

| Disable data flash |

| Enable protection |

C return(rom_read_result) )

Note:

PM1 Register
PM10 bit «— 0: CS2 (E000h to FFFFh)

PRCR Register
PRCL1 bit < 0: Disable writing to the PM1 register

1. When 2.7V £ VCC1 < 3.0 V, and f(BCLK) = 16 MHz, or when 3.0 V < VCC1 < 5.5V and f(BCLK) = 20 MHz,
1 wait is necessary for executing a program on the data flash or for reading data. Set the PM17 bit in the PM1
register to 1 (wait state (1 wait)), or set the FMR17 bit in the FMR1 register to 0 (1 wait).

Figure 5.3

ROM Area Determination
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6. Application Example

This application note uses the FDT. This chapter describes how to create a new project, verify the
checksum value, and set the checksum value in the FDT. For details on the FDT, refer to the FDT manual.

6.1 Creating an FDT Project
To verify the checksum value, create an FDT project. When creating a project, it is necessary to designate

which MCU will be used. This section shows how to create a project by designating an M16C/65 Group
product with a program ROM 1 area of 512 KB.

Figures 6.1 to 6.6 show how to create a project in the FDT.

(1) Select “Create a new project workspace”.

Welcome!

| * [Create a new project workspace \ penese |

~
% After starting up the FDT, select "Create a new project
| workspace", and click the "OK" button.

g " Browse to another project workspace
: Adrminigtration. ..

Figure 6.1  Creating a Project in the FDT (1/6)
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(2) Input the workspace name.

Projects

New Project Workspace

Wworkspace Mame:

|ru:um_u:heu:k|

Froject Mame:

) Input a workspace name

|ru:um_u:heu:k

Directony:

and click the "OK" button.

|E:'\.ru:um_u:heu:k
CPU family:

| &)l Flash Devices

Toal chain:

Properties. ..

\ Hl
[7

Browse. .. |

Cancel

Figure 6.2

Creating a Project in the FDT (2/6)
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(3) Select the MCU to be used.
The MCU name will differ depending on the ROM capacity of the MCU used. Select the part
number of the MCU to be used.

Choose Device And Kernel E|

The FLASH Development Toolkit supports a number of Renezas FLASH devices.

Select the device wou wish bo wze with thiz project fram the list below.

Filter: Other. .
Select the MCU used, and click the "Next" |-

Type | Full Name button. The SUM value can be verified in
M1EC RSFIESOE_1LL the program 1 area of the MCU selected.
k16C RAF3IER0KE_1 S

= ESLE B fTat=

FEF3650M_FLine

H balk_ZLine

RA5F3650M_1Line
F16C RAF3IEE0ME_1Line
M1GC REF3E50MEB_7Line
M1GC REFIER0M_7Line
k16C RAFIEE0M_ZLine
F16C RAF3IEE0M_1Line W
L b

Figure 6.3  Creating a Project in the FDT (3/6)
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(4) Select a communication port.

Communications Port

|Jze thiz page to zelect your desired communications
portdinterface. All settings may be changed after the project iz
created.

|
w Select park:

Select an Interface wpe to connact to the target device with,
Marmally thiz will be “'Direct Conndction'" ar gimply l2ft Blank.

J Select "E8a" and click

A the "Next" button.

[ Set Reset pin as low when disconfecting

Select Interface:

¢ Back Cancel
Figure 6.4  Creating a Project in the FDT (4/6)
RO1ANO705EJ0100 Rev. 1.00 RENESAS Page 13 of 25
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(5) Select the connection type.

Connection, Type [z

The FLASH Development Taalkit can connect ta your device ina
nurmber of different wayz. All the options on this page may be

% <l changed after the Project has been created.
"-"'-"‘Jrl-:;F:;,-_h.‘- —_— :
- Rl 1 - T iy Select Connection:
a '%:] Di:\-'l.'.lldy du 2 13l o~ ~
;__! Device Irage
S | Target files &
=4 | LEB . miok

(53 Keyboard:: Ir BEIEI_T Program mu:n_:le the device erazes its_ FLASH priar to
. | connechion. The Toalkit u:I_-:uwnIu:uau:Is pragramming kermels ta the
i = Comma. Mot device az required.
_'_'_] D&vice Image
=l Target Files
:':.'i Lnrivp_nlnt
[ Datagmet
F] aigorithin. ™

The Recommended Speed zetting iz bazed on the curment dewvice
and clock. The user may alzo inpuk their own, if this is supported
by the kemel [and the interface board).

* Recommended Speeds: I—_| v Hzlfaault
_..i-l‘-'_H’-_'_'_'-

= i Ii

Click the "Next" button.

} | MHext > | Cancel

Figure 6.5 Creating a Project in the FDT (5/6)
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(6) Set the programming options.

Programming Options

What level of device protection would pou like?

Pratection
@"--.._h (« Automatic " |nteractive ™ Maone
ll-"'."rJrh’?:p':r_\_\l-\_ s
& |I'|l::|||u;t| '*';l-.lz'_.-'

3 E-E] Disgilasy W'hen programming the dewvice, any blocks found to have been

ET Dali-a D wiritten previously will automatically be erazed.
C -FArage
S| Target files
il LED. met Wwhat level of meszaging would pou like?
|_'ﬂ Eavboard, m, :
{27 e, teszaging
& ER (" Standard * Advanced
_'_'_] D&vice Image
] -2 Target files The Toalkit will dizplay verboze messages whenever it iz
F=3 -Drive, gt communicating with the Target device. Thiz mode is useful for
=Y Cragamok Interface hardware development, and Kemel development.

F) pgorichm«m
i Would you like to perform readback, venfication after programming?
si=—""| - Readback Verification

™ Yes * Mo Click the "Finish" button
to create the project.

< Back | Finizh | Cancel

Figure 6.6  Creating a Project in the FDT (6/6)
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6.2 Verifying the Checksum Value
Figures 6.7 to 6.10 show how to verify the checksum value.

(1) Add the file with the SUM value to be verified to the project.

File Edit  iew Tools  Window Device Help

= | ¥ Set Xurrent Project b BE ‘

add Files., .,

Remove Files. .,

Select "Add Files" from

File Ezkensions. .. o
Project" in the menu bar.

Rebuild Image

Dowinload Image

Field Programming

N 3/ Projects

Figure 6.7  Verifying the Checksum Value (1/4)

RO1ANO705EJ0100 Rev. 1.00 :{EN ESNS Page 16 of 25
July 31, 2011



M16C/63, 64A, 64C, 65, 65C, 6C,
5LD, 56D, 5L, 56, 5M, 57 Groups ROM Verification Using Checksum During Self-Test on MCU Start-Up

(2) Select the file with the SUM value to be verified.

Loak, i | I~ Debug

_7“ rarn_check:

Select the file with the
SUM value to be verified.

- g /

|
—— File name: lromn_check. mat Add
%llF1af A
larel Files of type: ||5-Record Files (*MOT) | Cancel =
05:
FDT [ Relative Path
FCF - - Yo7 v
£ | >
Y [FDT] rom_check f-'-r.I Find in Files rn'r
Ready EZa: (Disconnecked) UCP OfF
Figure 6.8  Verifying the Checksum Value (2/4)
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(3) Right-click on the file added, and select “File Checksum”.

File Edit “iew Project Tools Window Device Help

= & i
o e B z g ’
i
- @ rom_check
- IE rom_check
= a _

A -
Right-click on
Add Files. .. the file name. NS

Remove Files, .,

»  Allove Docking
Hide

Properties

- 5 Display Block Usage. ..
2] Projects |

Exclude rom_check.n

Select "File Checksum".

X|[F1ash Development
= are provided with
05: Windows XP [A4
FDT APT initialis
FCF Settings Appl?

< Compare File- =Device [Complete Device)
\ [FDT] rom_ch Compare File->Device (File Data Onkyd
Calculake the checksum For Ehis File ESa: (Disconnecked)

(>

=nesas FDT
¥

UCP ©OF

Figure 6.9  Verifying the Checksum Value (3/4)

RO1ANO705EJ0100 Rev. 1.00 RENESAS
July 31, 2011

Page 18 of 25



M16C/63, 64A, 64C, 65, 65C, 6C,
5LD, 56D, 5L, 56, 5M, 57 Groups ROM Verification Using Checksum During Self-Test on MCU Start-Up

(4) The results from verifying the SUM value are shown in the bottom window.

File Edit WYiew Project Tools Window Device Help

IEREEA-AIEY ~% 8 B |
|# st lcwewzerame|s

x|
El@ rom_check,

=-[g rom_check
Ea 5-Record Files
[am  ChecE. m

The SUM value in the project
ROM 1 area is displayed.

N & Prujects}\ ’

2l checksum: 0x07F57707 lover address range O0x00050000 - 0xO00O0FFFFF) had
i Thecksum: O=003FCO00 [over address range O<00010000 - OxOO0O0L13FFF):
Checksum: O0x00LFDDV7E [(ower address range 0x0000EQOQ - OxOQQQ00FFFF):

[ i

£ T | >
M[FDT] rom_check .-'{. Find in Files ;"
Ready E8a: (Disconnected) | uce oF
Figure 6.10 Verifying the Checksum Value (4/4)
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6.3 Checksum Value Setting

Figures 6.11 to 6.15 show how to set the checksum.

(1) Display the file content.

«f# File Edit Yiew Project Tools Window Device Help - a x
= & | Gl iy
o Z ool L S % #
be JEE abe | S H 2
B Fi|
S ep— O0000FFAQD FF FF FF FF FF FF FF FE -
- 0000FFAR FF FF FF FF FF FF FF FF
- [5] rom_check 0000FFED FF FF FF FF FF FF FF FF
= : i O0000FFE2 FF FF FF FF FF FF FF FE
e 0000FFCO FF FF FF FF FF FF FF FE
= O0000FFCS FF FF FF FF FF FF FF FE
0000FFDO0  FF FF FF FF FF FF FF FE
0000FFDS FF FF FF FF FF FF FF FF
O0000FFED FF FF FF FF FF FF FF FF
: , O0000FFEZ FF FF FF FF FF FF FF FF
Double click the file to 0000FFF0 FF FF FF FF FF FF FF FF
display the data in the 0000FFFS FF FF FF FF FF FF FF FE.
window to the right. P s
1 | | P | 4 | h Iser Flash 1 .}5. IUser Flash 2 lhData Flash .-'I
— @Prujects |— 1 ram_check. .. /

1 " n
%[ File loaded: 0x00080000 -> OxDOOFFFFF [Us| Select the "Data Flash” tab.
£ File loaded: 0x00010000 -> 0xOO00L3FFF [User Flash 2]
File loaded: 0x0000EQO0O0 - OxOO00O0FFFF [Data Flash]
ID Code = OxFF 0xFF 0xFF OxFF 0xFF 0xFF OxFF
"
£ ¥
Y [FDT] I‘DITI_EhEEkI.I';I Find in Files I.-'r
Ready Eda: {Disconnected) UCP OF

Figure 6.11 Checksum Value Setting (1/5)
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(2) Change the display to little endian.

=]

#_D e
fF s
=l =l

eck

ecard Files

4| | »

& Pro... |

<

ol File Edit View Project Tools  Window Device Help = | B X
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(3) Change the display to double word.
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Figure 6.13 Checksum Value Setting (3/5)
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(4) Input the checksum value directly into addresses FFFCh to FFFFh.
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(5) After inputting the value, save it, and download the MOT file to the MCU.
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7. Sample Code

Sample code can be downloaded from the Renesas Electronics website.

8. Reference Documents

M16C/63 Group User’'s Manual: Hardware Rev.2.00

M16C/64A Group User’'s Manual: Hardware Rev.2.00

M16C/64C Group User’s Manual: Hardware Rev.1.00

M16C/65 Group User’s Manual: Hardware Rev.2.00

M16C/65C Group User’'s Manual: Hardware Rev.1.00

M16C/6C Group User’s Manual: Hardware Rev.2.00

M16C/5LD, M16C/56D Group User’s Manual: Hardware Rev.1.10

M16C/5L, M16C/56 Group User’s Manual: Hardware Rev.1.00

M16C/5M, M16C/57 Group User’s Manual: Hardware Rev.1.01

The latest versions can be downloaded from the Renesas Electronics website.

Technical Update/Technical News
The latest information can be downloaded from the Renesas Electronics website.

C Compiler Manual

M16C Series, R8C Family C Compiler Package V.5.45

C Compiler User’s Manual Rev.2.00

The latest version can be downloaded from the Renesas Electronics website.

Website and Support

Renesas Electronics website
http://www.renesas.com/

Inquiries
http://www.renesas.com/inquiry
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General Precautions in the Handling of MPU/MCU Products

The following usage notes are applicable to all MPU/MCU products from Renesas. For detailed usage notes
on the products covered by this manual, refer to the relevant sections of the manual. If the descriptions under
Genera Precautionsin the Handling of MPU/MCU Products and in the body of the manual differ from each
other, the description in the body of the manual takes precedence.

1. Handling of Unused Pins

Handle unused pins in accord with the directions given under Handling of Unused Pins in the
manual.

— The input pins of CMOS products are generally in the high-impedance state. In operation
with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the
vicinity of LSI, an associated shoot-through current flows internally, and malfunctions occur
due to the false recognition of the pin state as an input signal become possible. Unused
pins should be handled as described under Handling of Unused Pins in the manual.

2. Processing at Power-on
The state of the product is undefined at the moment when power is supplied.

— The states of internal circuits in the LSI are indeterminate and the states of register
settings and pins are undefined at the moment when power is supplied.
In a finished product where the reset signal is applied to the external reset pin, the states
of pins are not guaranteed from the moment when power is supplied until the reset
process is completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset
function are not guaranteed from the moment when power is supplied until the power
reaches the level at which resetting has been specified.

3. Prohibition of Access to Reserved Addresses

Access to reserved addresses is prohibited.

— The reserved addresses are provided for the possible future expansion of functions. Do
not access these addresses; the correct operation of LSl is not guaranteed if they are
accessed.

4. Clock Signals

After applying a reset, only release the reset line after the operating clock signal has become

stable. When switching the clock signal during program execution, wait until the target clock

signal has stabilized.

— When the clock signal is generated with an external resonator (or from an external
oscillator) during a reset, ensure that the reset line is only released after full stabilization of
the clock signal. Moreover, when switching to a clock signal produced with an external
resonator (or by an external oscillator) while program execution is in progress, wait until
the target clock signal is stable.

5. Differences between Products

Before changing from one product to another, i.e. to one with a different part number, confirm
that the change will not lead to problems.

— The characteristics of MPU/MCU in the same group but having different part numbers may
differ because of the differences in internal memory capacity and layout pattern. When
changing to products of different part numbers, implement a system-evaluation test for
each of the products.




Notice

1. Allinformation included in this document is current as of the date this document is issued. Such information, however, is subject to change without any prior notice. Before purchasing or using any Renesas
Electronics products listed herein, please confirm the latest product information with a Renesas Electronics sales office. Also, please pay regular and careful attention to additional and different information to
be disclosed by Renesas Electronics such as that disclosed through our website.

2. Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of third parties by or arising from the use of Renesas Electronics products or
technical information described in this document. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.

3. You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part.

4. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of products and ] You are fully r for

the incorporation of these circuits, software, and information in the design of your equipment. Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from the
use of these circuits, software, or information.

5. When exporting the products or technology described in this document, you should comply with the applicable export control laws and regulations and follow the procedures required by such laws and
regulations. You should not use Renesas Electronics products or the technology described in this document for any purpose relating to military applications or use by the military, including but not limited to
the development of weapons of mass destruction. Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations.

6. Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics does not warrant that such information is error free. Renesas Electronics
assumes no liability whatsoever for any damages incurred by you resulting from errors in or omissions from the information included herein.

7. Renesas Electronics products are classified according to the following three quality grades: "Standard", "High Quality”, and "Specific". The recommended applications for each Renesas Electronics product
depends on the product's quality grade, as indicated below. You must check the quality grade of each Renesas Electronics product before using it in a particular application. You may not use any Renesas
Electronics product for any application categorized as "Specific" without the prior written consent of Renesas Electronics. Further, you may not use any Renesas Electronics product for any application for
which it is not intended without the prior written consent of Renesas Electronics. Renesas Electronics shall not be in any way liable for any damages or losses incurred by you or third parties arising from the
use of any Renesas Electronics product for an application categorized as "Specific" or for which the product is not intended where you have failed to obtain the prior written consent of Renesas Electronics.
The quality grade of each Renesas Electronics product is "Standard" unless otherwise expressly specified in a Renesas Electronics data sheets or data books, etc.

"Standard":  Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools;
personal electronic equipment; and industrial robots.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-crime systems; safety equipment; and medical equipment not specifically
designed for life support.

"Specific": Aircraft; aerospace equipment; submersible repeaters; nuclear reactor control systems; medical equipment or systems for life support (e.g. artificial life support devices or systems), surgical
implantations, or healthcare intervention (e.g. excision, etc.), and any other applications or purposes that pose a direct threat to human life.

8. You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics, especially with respect to the maximum rating, operating supply voltage
range, movement power voltage range, heat radiation characteristics, installation and other product characteristics. Renesas Electronics shall have no liability for malfunctions or damages arising out of the
use of Renesas Electronics products beyond such specified ranges.

9. Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and
malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to guard them against the
possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas Electronics product, such as safety design for hardware and software including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult,
please evaluate the safety of the final products or system manufactured by you.

1

IS

. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please use Renesas Electronics
products in compliance with all applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive. Renesas Electronics assumes
no liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

11. This document may not be reproduced or duplicated, in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products, or if you have any other inquiries.

(Note 1) "Renesas as used in this means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.
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