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Notice

All information included in this document is current as of the date this document is issued. Such information, however, is
subject to change without any prior notice. Before purchasing or using any Renesas Electronics products listed herein, please
confirm the latest product information with a Renesas Electronics sal es office. Also, please pay regular and careful attention to
additional and different information to be disclosed by Renesas Electronics such as that disclosed through our website.

Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights
of third parties by or arising from the use of Renesas Electronics products or technical information described in this document.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights
of Renesas Electronics or others.

Y ou should not ater, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of
semiconductor products and application examples. Y ou are fully responsible for the incorporation of these circuits, software,
and information in the design of your equipment. Renesas Electronics assumes no responsibility for any losses incurred by
you or third parties arising from the use of these circuits, software, or information.

When exporting the products or technology described in this document, you should comply with the applicable export control
laws and regulations and follow the procedures required by such laws and regulations. 'Y ou should not use Renesas
Electronics products or the technology described in this document for any purpose relating to military applications or use by
the military, including but not limited to the development of weapons of mass destruction. Renesas Electronics products and
technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited
under any applicable domestic or foreign laws or regulations.

Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics
does not warrant that such information is error free. Renesas Electronics assumes no liability whatsoever for any damages
incurred by you resulting from errors in or omissions from the information included herein.

Renesas Electronics products are classified according to the following three quality grades: “Standard”, “High Quality”, and
“Specific’. The recommended applications for each Renesas Electronics product depends on the product’s quality grade, as
indicated below. You must check the quality grade of each Renesas Electronics product before using it in a particular
application. You may not use any Renesas Electronics product for any application categorized as “ Specific” without the prior
written consent of Renesas Electronics. Further, you may not use any Renesas Electronics product for any application for
which it is not intended without the prior written consent of Renesas Electronics. Renesas Electronics shall not be in any way
liable for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for an
application categorized as“ Specific” or for which the product is not intended where you have failed to obtain the prior written
consent of Renesas Electronics. The quality grade of each Renesas Electronics product is“ Standard” unless otherwise
expressly specified in a Renesas Electronics data sheets or data books, etc.

“Standard”: Computers; office equipment; communications equipment; test and measurement equipment; audio and visual
equipment; home el ectronic appliances, machine tools; persona electronic equipment; and industria robots.

“High Quality”: Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-
crime systems; safety equipment; and medical equipment not specifically designed for life support.

“Specific™: Aircraft; agrospace equipment; submersible repeaters; nuclear reactor control systems; medical equipment or
systems for life support (e.g. artificial life support devices or systems), surgical implantations, or heathcare
intervention (e.g. excision, etc.), and any other applications or purposes that pose a direct threat to human life.

Y ou should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics,
especialy with respect to the maximum rating, operating supply voltage range, movement power voltage range, heat radiation
characteristics, installation and other product characteristics. Renesas Electronics shall have no liability for malfunctions or
damages arising out of the use of Renesas Electronics products beyond such specified ranges.

Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have
specific characteristics such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Further,
Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to
guard them against the possibility of physical injury, and injury or damage caused by fire in the event of the failure of a
Renesas Electronics product, such as safety design for hardware and software including but not limited to redundancy, fire
control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because
the evaluation of microcomputer software alone is very difficult, please evaluate the safety of the final products or system
manufactured by you.

Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental
compatibility of each Renesas Electronics product. Please use Renesas Electronics products in compliance with all applicable
laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS
Directive. Renesas Electronics assumes no liability for damages or losses occurring as a result of your noncompliance with
applicable laws and regulations.

This document may not be reproduced or duplicated, in any form, in whole or in part, without prior written consent of Renesas
Electronics.

Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this
document or Renesas Electronics products, or if you have any other inquiries.

(Note 1) “Renesas Electronics’ as used in this document means Renesas Electronics Corporation and also includes its majority-

owned subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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M16C/80 Group

Protect Operation

APPLICATION NOTE

1.0 Abstract
The following explains the protect operation.

2.0 Introduction

Operation (1) Setting “1” in the write-enable bit of system clock control registers 0 and 1 and main clock division
register (PRCO) causes system clock control register 0 and 1 and main clock division register to be
in write-enabled state.

(2) The contents of system clock control register 0 and 1 and that of main clock division register are
changed.

(3) Setting “0” in PRCO causes system clock control register 0 and 1 and main clock division register to
be in write-inhibited state.

(4) To change the contents of processor mode register 0 and that of processor mode register 1, follow
the same steps as in dealing with system clock control registers.

(5) The write-enable bit of port 9 direction register and function select register A3 (PRC2) goes to “0”
when the next write instruction is executed after write-enabled state is readied. Make changes in
input/output and function select register A3 immediately after the instruction that sets “1” in PRC2
(avoid causing an interrupt). Also take measures to prevent DMA transfer from being executed.
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REN ESNS M16C/80 Group

Protect Operation

3.0 Set-up procedure
/

(1) Clearing the protect (set to write-enabled state)

b7 50 protect register [Address 000A16]
DKL [ 2] prer

Enables writing to system clock control registers 0 and 1 (addresses 000616 and
000716) and main clock devision register (address 000C16)
1 : Write-enabled

Enables writing to port P9 direction register (address 03C716) and function select
register A3 (address 03B516)
0 : Write-inhibited
\\ 1 : Write-enabled

( (2) Setting system clock control register i (i = 0, 1) and main clock devision register )

(3) Setting the protect (set to write-inhibited state)

b7

b0
0 Protect register [Address 000A16]
|> @ @ ® ® <I | | | PRCR

Enables writing to system clock control registers 0 and 1 (addresses 000616 and
000716) and main clock devision register (address 000C16)

0 : Write-inhibited
Enables writing to port P9 direction register (address 03C716) and function select
register A3 (address 03B516)

0 : Write-inhibited

\ 1 : Write-enabled /

/ (4) Clearing the protect (set to write-enabled state) \

b7 B0 protect register [Address 000A16]
DD 2] | | prer

Enables writing to system clock control registers 0 and 1 (addresses 000616 and
000716) and main clock devision register (address 000C16)

0 : Write-inhibited

1 : Write-enabled
Enables writing to port P9 direction register (address 03C716) and function select
register A3 (address 03B516)

1: Write-enabled

(5) Changes in port P9 or changes in function select register >

N
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REN ESNS M16C/80 Group

Protect Operation

4.0 Programming Code

IREEEEREEEREE SRR SRS REREREREREREREERERERERERERRRERRRRERERERERERERERERRERERERERERERERERES]

; ML6C/ 80 Program Col | ection

7 FILE NAME : rjj05b0121_src.a30

;. CPU . ML6C/ 80 Group

; FUNCTION : Protect Operation

; HISTORY : 2003.06.16 Ver 1.00

; Copyright (C) 2003, Renesas Technol ogy Corp.
; Copyright(C) 2003, Renesas Solutions Corp.
: Al rights reserved.

IEEE SRR SRR RS SRR RS R R R R R R SRR R R R R R R R R R R R R R R R R R R ERREREEREREEERREREEEEEEEEEERESEEEE]
’

IEE SRR EEE RS SRR RS SRR R R R R SRR R E R R R R R R R R R R R R R R ERREREEREREEEREREEEEEEEEEERESEEEE]
’

: I ncl ude
ckkkkkkkkhkkkkkhhkkkkhhhkkkhkhhkhkhhhhkhhhhhkhkhhhhkhkhhhhhkhhhhhkhkhhhhkhhhhhkkkhdhkhhhhdhkxkhdhkkxhhk*k
LLIST OFF ;Stops outputting lines to the assembler list file
. | NCLUDE sfr80100.inc  ;Reads the file that defined SFR
.LIST ON ;Starts outputting lines to the assembler list file

’
IEE SRR SRR RS R RS RE R R R R SRR R R R R R R R R R R R R R R R R R ERRERE R EREEEREREEEEEEEEEERESEEEE]
’

: Synbol definition
IEEEEEEEEEEEEEEREEEEEEREEEEEEE R RS SRR EEEERR SRR RER R EEEEEREEEEEEEERE R EEERREEEREEREREEEERESE]
ROM TOP . EQU OFFCO00H ; Start address of ROM

FIXED VECT_TCP .EQU  OFFFFDCH ;Start address of fixed vector

M PMD .EQU 10000000B ; Processor node register 0

: [T1]]]++----- ; Processor node bit

; (11111 (00: Si ngl e-chip node)

; [[T]]4=mnn-- R'Wnode sel ect bit

: [[]]+-------- ; Sof tware reset bit

: || +4--------- ;Multiplexed bus space select bit

; [ (Val'id in nicroprocessor and menmory expansion nodes 1,2 and 3)

; [+---mmmeee- ;Reserved bit (Mist always be set to "0")

: e R ; BCLK out put disable bit

; (1:Function set by bit 0,1 of systemclock control register 0)

M _PML EQU 110000008 ; Processor node register 1 <Flash nenory version>

; [T ++----- ; External nemory area node hit

; [T1111 (Valid in menory expansion mode or in microprocessor node)

: [T +------- ;Internal memory wait bit (0:No wait state)

; [1]]+------- ;Reserved bhit (Mist always be set to "0")

: [ | +4--=-mm--- ALE pin select bit

; | (Valid in menory expansion mode or in microprocessor node)

; LA ;Reserved bit (Mist always be set to "1")

: (Rewrite this bit when the main clock is in division by 8 node)
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REN ESNS M16C/80 Group

Protect Operation

| +4----- ; Clock output function select bit (00:1/0 port P53)
Hooeonn- s WAIT peripheral function clock stop bit
(0: Do not stop peripheral function clock in wait node)
Homeeaa- ; Xcin-Xcout drive capacity select bhit (1:H GH)
o ;Port Xc select bit (0:1/0 port)
Homeeee e ;Main clock (Xin-Xout) stop bit (0:0n)
R R ;Wat chdog tiner function select bit
(0: Watchdog timer interrupt)
R T ; System clock select hit (0:Xin, Xout)
. EQU 00100000B ; System clock control register 1
[TTL L] 4= - ;All clock stop control bit (0:C ock on)
||| +++4------ ;Reserved bit (Must always be set to "0")
[|+---------- ; Xin-Xout drive capacity select bit
[ (LHG)

LA TR ;Reserved bit (Mist always set to "0")

10008 ; System clock control register 0
|
|
I

. EQU 00010010B ;Main clock division register
[ || ++++4----- ;Main clock division select bit (10010: No division node)
LA SRR ;Nothing is assigned (Wen wite, set "0")

rkkkkkkkkkkkkkhkhkkkkkkkkkkkkkkhkhkhkhkhkkhkkhhhkhkhkhkhkhkhkhkkhkhhhhhhkhhkhkhkhkhkkkkhhkkkkhkk

Program area

IREEEEREEEEEEEE R SRS REREREREREREREERERERERERERERERERRERERERERERERERERRERERERERERERERERES]

Start up

. SECTI ON PROGRAM CODE ; Decl ares section name and section type
. ORG ROM_TOP ;Declares start address

Protect Operation

; Clearing the protect (set to wite-enabled state)
MOV. B #00000011B, prcr

[ +----mnn-- ;Enables witing to systemclock control registers 0,1 and
| main clock division register (1:Wite-enabled)
 EEEEE ;Enables witing to processor node register 0,1 (1:Wite-enabled)

; Setting processor node register

MOV. B #M_PMD, pno

MOV. B #M PML, pnt

; Setting systemclock control register

MOV. B #M_CWD, cnd

MOV. B #M CML, cnt

; Setting main clock division register

MOV. B #M_MCD, ncd

; Setting the protect (set to wite-inhibited state)
MOV. B #00000000B, prcr
[ +-----nnn- ;Wwrite-inhibited (cnD, cml)
L ;wite-inhibited (pnD, pml)

M. B #00H, p9 ;Clears port P90- P97
; Clearing the protect (set to wite-enabled state)
MOV. B #00000100B, prcr
R LR ;Enables witing to port P9 direction register and
function select register A3
; Changes port P9 direction
MOV. B #OFH, pd9 ;Sets P90-P93 as output port, P94-P97 as input port
; Clearing the protect (set to wite-enabled state)
MOV. B #00000100B, prcr
; Changes in function select register A3
MV. B #00H, ps3 ;Sets Port P90-P97 as |/0O port
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:{EN ESNS M16C/80 Group

Protect Operation

MAI N:
JWP MAI'N

; Dummy interrupt processing program

aumry:
REI T

’
IEEEEEEEEEE RS SRR RS R R R R R R R SRR R R R R R R R R R R R R R R R R R EREREERERREERREREEEEEEEEEERESEEEE]
’

: Setting of fixed vector

ckk kR kR ko k kR Ak h kA kkkkkkk ko kkkk ko kkkhkkkkhkhkkkkhkkkkhhhkkkkhhkkhkhhhkkhkhhhkhkhkhhkkhkhhhkkhhhrx
. SECTI ON F_VECT, ROVDATA
. ORG FI XED_VECT_TOP

. LVWORD dumy :Undefined instruction

. LVORD dummy s Overflow

. LWORD dumy ; BRK instruction execution
. LVWORD dumy : Address mat ch

. LVWORD dummy :
. LVORD dummy ; Wt chdog ti mer
. LWORD dummy ;

. LVWORD dumy Y
. LVWORD RESET : Reset

. END
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REN ESNS M16C/80 Group

Protect Operation

5.0 Reference

Renesas Technology Corporation Semiconductor Home page
http://www.renesas.com/

Technical Support
E-mail: support_apl@renesas.com

Data Sheet
M16C/80 group Rev. E3
(Use the latest version on the Home page: http://www.renesas.com/)

User’s Manual
M16C/80 group Rev. B
(Use the latest version on the Home page: http://www.renesas.com/)
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Keep safety first in your circuit designs!

e Renesas Technology Corporation puts the maximum effort into making semiconduc-
tor products better and more reliable, but there is always the possibility that trouble
may occur with them. Trouble with semiconductors may lead to personal injury, fire
or property damage. Remember to give due consideration to safety when making
your circuit designs, with appropriate measures such as (i) placement of substitutive,
auxiliary circuits, (ii) use of nonflammable material or (iii) prevention against any
malfunction or mishap.

Notes regarding these materials

e These materials are intended as a reference to assist our customers in the selection
of the Renesas Technology Corporation product best suited to the customer’s appli-
cation; they do not convey any license under any intellectual property rights, or any
other rights, belonging to Renesas Technology Corporation or a third party.

e Renesas Technology Corporation assumes no responsibility for any damage,
or infringement of any third-party’s rights, originating in the use of any product
data, diagrams, charts, programs, algorithms, or circuit application examples
contained in these materials.

e All information contained in these materials, including product data, diagrams,
charts, programs and algorithms represents information on products at the
time of publication of these materials, and are subject to change by Renesas
Technology Corporation without notice due to product improvements or other
reasons. It is therefore recommended that customers contact Renesas Technology
Corporation or an authorized Renesas Technology Corporation product distributor
for the latest product information before purchasing a product listed herein.
The information described here may contain technical inaccuracies or
typographical errors.

Renesas Technology Corporation assumes no responsibility for any damage,
liability, or other loss rising from these inaccuracies or errors.

Please also pay attention to information published by Renesas Technology
Corporation by various means, including the Renesas Technology Corporation
Semiconductor home page (http://www.renesas.com).

e When using any or all of the information contained in these materials, including
product data, diagrams, charts, programs, and algorithms, please be sure to
evaluate all information as a total system before making a final decision on the
applicability of the information and products. Renesas Technology Corporation
assumes no responsibility for any damage, liability or other loss resulting from
the information contained herein.

e Renesas Technology Corporation semiconductors are not designed or
manufactured for use in a device or system that is used under circumstances
in which human life is potentially at stake. Please contact Renesas Technology
Corporation or an authorized Renesas Technology Corporation product distributor
when considering the use of a product contained herein for any specific purposes,
such as apparatus or systems for transportation, vehicular, medical, aerospace,
nuclear, or undersea repeater use.

e The prior written approval of Renesas Technology Corporation is necessary to
reprint or reproduce in whole or in part these materials.

o If these products or technologies are subject to the Japanese export control
restrictions, they must be exported under a license from the Japanese government
and cannot be imported into a country other than the approved destination.
Any diversion or reexport contrary to the export control laws and regulations
of Japan and/or the country of destination is prohibited.

e Please contact Renesas Technology Corporation for further details on these
materials or the products contained therein.
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