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Introduction

This application note explains how to use the flash memory CRC operation function, which is one of the safety
functions incorporated in the RL78/G13.

The high-speed CRC performs operation on and compares the data in the code flash memory (addresses 00000H to
OFFFBH) with the results of the operation performed by the object converter.

The general-purpose CRC performs operation on the data in a part of the on-chip RAM and compares their results with
the results of the operation preformed again in the same area. The data to be operated on can be changed using by
switch input.

Both of the high-speed CRC and general-purpose CRC turn on an LED when the results of the operation match.

Target Device
RL78/G13

When applying the sample program covered in this application note to another microcomputer, modify the program
according to the specifications for the target microcomputer and conduct an extensive evaluation of the modified
program.
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1. Specifications

This application note explains how to use the flash memory CRC operation function, which is one of the safety
functions incorporated in the RL78/G13.

The high-speed CRC performs operation on and compares the data in the code flash memory (addresses 00000H to
OFFFBH) with the results of the operation performed by the object converter.

The general-purpose CRC performs operation on the data in a part of the on-chip RAM and compares their results with
the results of the operation preformed again in the same area. The data to be operated on can be changed using switch
input.

Both of the high-speed CRC and general-purpose CRC turn on an LED when the results of the operation match.

Table 1.1 lists the peripheral function to be used and its use. Figure 1.1 shows the outline of operation of the high-speed
CRC. Figure 1.2 shows the outline of operation of the general-purpose CRC.

Table 1.1  Peripheral Functions to be Used and its Use

Peripheral Function Use

Safety function: Flash memory CRC operation function Performs high-speed CRC and general-purpose CRC
operation in a specified memory area and compares their
results with the separately prepared values to verify the
validity of the data.

Memory map

g';';';';ﬂ N/A True-false determination LED1
High-speed CRC operation value (OC
OFFFCH output value) N Ny
OFFFBH
(E /
Match
*qé Program area Mismatch
©
c \A
-% [ High-speed CRC ] /
5 operation results J J
@]
1
00000H OC = Object converter
Figure 1.1  Outline of High-speed CRC Operation
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Operation start

trigger button
=
\
Operation starts by pressing the button.
Arbitrary original data \A Target data Operation target data
switch input
RAM RAM [No change] [Changed]
7 [ General-purpose CRC | _ General-purpose CRC __
s operation results operation results \
S L £ M [Tl Chengetargetdata
-‘q—s ___________ R N N SN A e
ol A T W S R L
) neio__ |\ [ [ I ] ~(n+i) |
[ S e U A B ClT
® b L L N A A, e
ol ____..nx2 _______| \ [ L n+2 ________
Sloco_nxt_______| \ | L1 n+l________
N L N A N
Program area Program area
Memory map (image) Memory map (image)
Match ~ Mismatch
Ny
True-false determination LED2
Figure 1.2  Outline of General-purpose CRC Operation
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2. Operation Check Conditions

The sample code described in this application note has been checked under the conditions listed in the table below.

Table 2.1 Operation Check Conditions

Item Description

Microcontroller used RL78/G13 (R5F100LEA)

Operating frequency ¢ High-speed on-chip oscillator (HOCO) clock: 32 MHz
e CPU/peripheral hardware clock: 32 MHz

Operating voltage 5.0 V (Operation is possible over a voltage range of 2.9 Vt0 5.5 V.)
LVD operation (VLvp): Reset mode which uses 2.81 V (2.76 V to 2.87 V)

Integrated development CS+ V3.01.00 from Renesas Electronics Corp.

environment (CS+)

C compiler (CS+) CC-RL V1.01.00 from Renesas Electronics Corp.

Integrated development e? studio V4.0.0.26 from Renesas Electronics Corp.

environment (e2 studio)

C Compiler (92 studio) CC-RL V1.01.00 from Renesas Electronics Corp.

Flash memory programmer E1 (ROEO00010KCEOO) from Renesas Electronics Corp.

Flash memory programming Renesas Flash Programmer V1.01.00 from Renesas Electronics Corp.

software

3. Related Application Note

The application note that is related to this application note is listed below for reference.

RL78/G13 Initialization (ROLAN2575E) Application Note
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4. Description of the Hardware

4.1 Hardware Configuration Example
Figure 4.1 shows an example of the hardware configuration used for this application note.

VDD
—
EVpo P50 % o~ o

g VDD VDD
RESET ? .
O (e,

P137/INTPO ° 7;7'
RL78/G13
Vop
— —{REGC LED1 E A Voo
EVss P62 LED2
Vss 44
/8 P63

Figure 4.1 Hardware Configuration

Cautions: 1. The purpose of this circuit is only to provide the connection outline and the circuit is simplified
accordingly. When designing and implementing an actual circuit, provide proper pin treatment and
make sure that the hardware's electrical specifications are met (connect the input-only ports separately
to Vpp or Vgs via a resistor).

2. Connect any pins whose name begins with EVss to Vs and any pins whose name begins with EVpp to
Vpp, respectively.
3. Vpp must be held at not lower than the reset release voltage (V\vp) that is specified as LVD.

4.2 List of Pins to be Used
Table 4.1 lists the pins to be used and their functions.

Table 4.1 Pins to be Used and their Functions

Pin Name I/O Description
P50 Input General-purpose CRC operation target data switching input (changed/no
change)
P62 Output LED1 lighting control port (high-speed CRC operation result output)
P63 Output LED2 lighting control port (general-purpose CRC operation result output)
P137/INTPO Input General-purpose CRC operation start trigger input
RO1AN2832EJ0100 Rev. 1.00 Page 6 of 34
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5. Description of the Software

5.1 Operation Outline

The sample application covered in this application note uses the flash memory CRC operation function, which is one of
the safety functions incorporated in the RL78/G13.

The high-speed CRC performs operation on and compares the data in the code flash memory (addresses 00000H to
OFFFBH) with the results of the operation performed by the object converter.

The general-purpose CRC performs operation on the data in a part of the on-chip RAM and compares their results with
the results of the operation performed again in the same area. The data to be operated on can be changed by using
switch input.

Both of the high-speed CRC and general-purpose CRC turn on an LED when the results of the operation match.

(1) Initialize the flash memory CRC operation function.
<Conditions for setting>
e  Set the range of the area on which high-speed CRC operation is to be performed to the flash memory (addresses
00000H to OFFFBH).
e  Set the operation mode of the high-speed CRC to "Start operation on the execution of a HALT instruction."

(2) Initialize the operation control ports.
<Conditions for setting>
e General-purpose CRC operation target data switching: Set up P50 as an input port (using an external pull-up
resistor).
e LED1 /2 output (CRC operation true-false determination result): Set up P62 and P63 as output ports.
e  General-purpose CRC operation start trigger button: Set up P137/INTPO in INTPO falling edge detection
interrupt mode (using an external pull-up resistor).

(3) Perform high-speed CRC operation on the flash memory (addresses 00000H to OFFFBH).

(4) Compare the results obtained in step (3) with the target values (specified in advance at build time) that are generated
in the flash memory (addresses OFFFCH to OFFFDH) by the object converter and turns on LED1 if they match.

(5) Store arbitrary data and the results of general-purpose CRC operation in the general-purpose CRC operation target
area (part of the on-chip RAM).

(6) Enter the HALT mode and waits for a general-purpose CRC operation start trigger (INTPO).

(7) Exit the HALT mode on the occurrence of a CRC operation start trigger and update the general-purpose CRC
operation target data if the state of the general-purpose CRC operation target data switch is "Changed."

(8) Perform general-purpose CRC operation.

(9) Turn on LED?2 if the results obtained in step (8) match the ones obtained in step (5). Otherwise, turn off the LED2.

(10) Repeat steps (5) to (9).

Cautions: 1. When building the application, disable on-chip debugging with the link option. This is because addresses
OFFFCH to OFFFDH which are to be used to store the results of high-speed CRC operation as the target
of comparison are also reserved for the on-chip debugger and a conflict would otherwise occur.

2. When checking the application for normal operation, write HEX data into the RL78/G13 using a flash
memory programmer that is compatible with the RL78/G13.
3. For detailed usage notes on the product, refer to RL78/G13 User's Manual: Hardware.
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5.2 List of Option Byte Settings
Table 5.1 summarizes the settings of the option bytes.

Table 5.1 Option Byte Settings
Address Value Description
000COH/010COH 11101111B Disables the watchdog timer.
(Stops counting after the release from the reset status.)
000C1H/010C1H 01111111B LVD reset mode which uses 2.81 V (2.76 V to 2.87 V)
000C2H/010C2H 11101000B HS mode, HOCO: 32 MHz
000C3H/010C3H 00000100B Prohibits the on-chip debugger.

5.3 List of Constants
Table 5.2 lists the constants that are used in this samp

Table 5.2 Const

le program.

ants for the Sample Program

Constant Setting

Description

HIGHSPEED_CALC_ADDR O0xOFFFC

Address at which the results of the high-speed CRC
operation generated by the object converter are to be
stored

GP_CALC_BUFF_SIZE 254

Size of the general-purpose CRC operation target
buffer

(excluding the 2 bytes in the area storing operation
result)

5.4 List of Variables

Table 5.3 lists the global variable that is used by this sample program.

Table 5.3

Global Variable

Type

Variable Name

Contents

Function Used

uint8_t

calc_data[GP_CALC _
BUFF_SIZE+2]

Area for storing the
general-purpose CRC operation

main
R_CreateDataForComparison

target data R_GeneralPurposeCRCProc
RO1AN2832EJ0100 Rev. 1.00 Page 8 of 34
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5.5 List of Functions
Table 5.4 lists the global functions that are used by this sample program.

Table 5.4 Functions

Function Name Outline
R_HighSpeedCRCProc High-speed CRC operation processing
R_ExecHighSpeedCRC Execution of high-speed CRC operation
R_CreateDataForComparison Creation of general-purpose CRC operation target data
R_GeneralPurposeCRCProc General-purpose CRC operation processing

5.6 Function Specifications
Shown below are the functions that are used in this sample program.

[Function Name]] R_HighSpeedCRCProc

Synopsis High-speed CRC operation processing
Header —
Declaration uint16_t R_HighSpeedCRCProc(void)
Explanation This function performs high-speed CRC operation and returns the results.
Arguments None
Return value Results of high-speed CRC operation
Remarks None

[Function Name] R_ExecHighSpeedCRC

Synopsis Execution of high-speed CRC operation
Header —
Declaration void R_ExecHighSpeedCRC(void)
Explanation This function expands the HALT and RET instructions in the on-chip RAM (stack area) to start

high-speed CRC operation. This function also executes the HALT and RET instructions that
are expanded in the on-chip RAM.

Arguments None
Return value None
Remarks None

[Function Name] R_CreateDataForComparison

Synopsis Creation of general-purpose CRC operation target data
Header —

Declaration void R_CreateDataForComparison( uint8_t *data, uint8_t size )

Explanation This function creates the target data to be subjected to general-purpose CRC operation.
Performs general-purpose CRC operation on that data and places the results in the given
area.

Arguments *data Pointer to the area storing the target data

Return value size Size of the area storing the target data

Remarks None
Synopsis None
RO1AN2832EJ0100 Rev. 1.00 Page 9 of 34
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[Function Name] R_GeneralPurposeCRCProc

Synopsis General-purpose CRC operation processing
Header —
Declaration uint16_t R_GeneralPurposeCRCProc( uint8_t *data, uint8_t size )
Explanation This function performs general-purpose CRC operation and returns the results.
Arguments *data Pointer to the target data
size Size of the target data

Return value Result of the general-purpose CRC operation

Remarks None

RO1AN2832EJ0100 Rev. 1.00 Page 10 of 34
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5.7 Flowcharts

5.7.1  Overall Flow
Figure 5.1 shows the overall flow of the sample program described in this application note.

e

Initialization function
hdwinit()

The option bytes are referenced before
the initialization function is called.

Main processing
main()

Figure 5.1 Overall Flow

RO1AN2832EJ0100 Rev. 1.00
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5.7.2 Initialization Function
Figure 5.2 shows the flowchart for the initialization function.

( hdwinit() >

Disable interrupts

IE« O

System function

R_Systeminit()

v

( return >

Figure 5.2 Initialization Function

RO1AN2832EJ0100 Rev. 1.00
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5.7.3  System Function
Figure 5.3 shows the flowchart for the system function.

< R_Systeminit() >

Disuse peripheral I/O redirection PIOR register < 00H
function

Set up /O ports
R_PORT_Create()

Set up clock
R_CGCPU C_Create()

Setup INTP
R_INTC_Create()

Disuse RAM guard, SFR guard,
and invalid memory access IAWCTL register < 00H
detection functions

Figure 5.3  System Function

RO1AN2832EJ0100 Rev. 1.00 Page 13 of 34
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5.7.4 1/O Port Setup
Figure 5.4 shows the flowchart for setting up the 1/0 ports.

< R_PORT_Create() )

P6 « OCH
Set P62 and P63 to output mode PM6G < FOH
Set P50 to input mode PM5 « C1H
(P137/INTPQ is an input-only port)

Note

Set up unused port

Figure 5.4 /O Port Setup

Note: Refer to the section entitled "Flowcharts" in RL78/G13 Initialization Application Note (ROLAN2575E) for the

configuration of the unused ports.

Caution: Provide proper treatment for unused pins so that their electrical specifications are met. Connect each of any

unused input-only ports to Vpp or Vsg Via a separate resistor.

RO1AN2832EJ0100 Rev. 1.00
May 28, 2015 RENESAS
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Setting up LED ports

e  Port register (P6)
Select the output level of P62 and P63.
e  Port mode register (PM6)
Select the 1/0 mode of the ports for PM62 and PM63.

Symbol: P6
7 6 5 4 3 2 1 0
P67 P66 P65 P64 P63 P62 P61 P60
X X X X 1 1 X X
Bit 3
P63 P63 output level selection
0 Low-level output
1 High-level output

Bit 2
P62 P62 output level selection
0 Low-level output
1 High-level output

Symbol: PM6
7 6 5 4 3 2 1 0
PM67 PM66 PM65 PM64 PM63 PM62 PM61 PM60
X X X X 0 0 X X
Bit 2
PM62 P62 1/0 mode selection
0 Output mode (output buffer on)
1 Input mode (output buffer off)
Bit 3
PM63 P63 1/0 mode selection
0 Output mode (output buffer on)
1 Input mode (output buffer off)

Caution: For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.

RO1AN2832EJ0100 Rev. 1.00 Page 15 of 34
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Setting up the general-purpose CRC operation target data switch

e  Port mode register (PM5)
Select the 1/0 mode of P50.

Symbol: PM5
7 6 5 4 3 2 1 0
PM57 PM56 PM55 PM54 PM53 PM52 PM51 PM50
X X X X X X X 1
Bit 0
PM50 P50 I/O mode selection
0 Output mode (output buffer on)
1 Input mode (output buffer off)

Caution:  For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.

RO1AN2832EJ0100 Rev. 1.00
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5.7.5 CPU Clock Setup
Figure 5.5 shows the flowchart for setting up the CPU clock.

< R_CGC_Create() >

Set up high-speed system CMC register «— 00H: Does not use high-speed system clock

clock/subsystem clock and subsystem clock.
MSTOP bit « 1

XTSTOP bit < 1

Select CPU/peripheral hardware MCMO bit «— 0: Selects high-speed OCO clock (fiH) as system clock
clock (fewx) . (uan). |
CSS bit «— 0: Select main system clock (fuain) as CPU/peripheral
hardware clock (fcLk).

Figure 5.5 CPU Clock Setup

Caution: For details on the procedure for setting up the CPU clock (R_CGC_Create ()), refer to the section entitled
"Flowcharts" in RL78/G13 Initialization Application Note (ROLAN2575E).
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5.7.6 INTPO Initialization
Figure 5.6 shows the flowchart for initializing INTPO.

< R_INTC_Create() >

Set the enable edge of INTPO to EGNO bit « 1
falling edge

A 4

< return >

Figure 5.6  INTPO Initialization

Setting up the INTPO pin edge detection

e External interrupt rising edge enable register (EGP0)
« External interrupt falling edge enable register (EGNO)
Enable edge of INTPO: Falling edge

Symbol: EGPO
7 6 5 4 3 2 1 0
EGP7 EGP6 EGP5 EGP4 EGP3 EGP2 EGP1 EGPO
X X X X X X X 0
Symbol: EGNO
7 6 5 4 3 2 1 0
EGN7 EGNG6 EGN5 EGN4 EGN3 EGN2 EGN1 EGNO
X X X X X X X 1
Bit 0
EGPO | EGNO INTPO pin enable edge selection
0 0 Edge detection disabled
0 1 Falling edge
1 0 Rising edge
1 1 Both rising and falling edges

Caution:  For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.

RO1AN2832EJ0100 Rev. 1.00 Page 18 of 34
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5.7.7 Main Processing
Figures 5.7 and 5.8 show the flowcharts for main processing.

v

Enable high-speed CRC operator

Operation range: addresses 00000H to CRCOCTL register < 83H
OFFFBH
Enable interrupts IE <1

. Get OC-generat_ed Specify the output memory address as an
high-speed CRC operation results object converter option.

OFFFCH is specified in this sample code.

High-speed CRC
operation processing
R_HighSpeedCRCProc()

Results of high-speed
CRC operation
processing match OC
output values?

Turn on LED1 Turn off LED1
P62 bit « 0 P62 bit « 1
Disable interrupts IE«0

A 4

v

Figure 5.7 Main Processing (1/2)

RO1AN2832EJ0100 Rev. 1.00 Page 19 of 34
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|

Create general-purpose CRC operation
target data
R_CreateDataForComparison()

Start INTPO operation
R_INTCO_Start()

HALT Wait for general-purpose CRC operation start trigger.
Exit HALT mode on an INTPO interrupt.

Wait for 10 ms Reject key input noises.

General-purpose CRC P13.7 ==
operation start trigger ON?
Is general-purpose CRC P5.0 ==

operation target data
switch state "Changed"?

Modify general-purpose CRC
operation target data

<
<«

General-purpose CRC operation
processing
R_GeneralPurposeCRCProc()

Results of general-purpose CRC
operation processing match
original output value?

Turn on LED2 Turn off LED2

P63 bit «- 0 P63 bit « 1

Figure 5.7 Main Processing (2/2)
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Controlling the operation of the CRC circuit and specifying the operation range

e Flash memory CRC control register (CRCOCTL)
Specifies the CRC circuit operation trigger.
Specifies the CRC operation range.

Symbol: CRCOCTL

7 6 5 4 3 2 1 0
CRCOEN 0 FEAS5 FEA4 FEA3 FEA2 FEA1 FEAO
1 0 0 0 0 0 1 1
Bit 7
CRCOEN Control of CRC circuit operation
0 Stop the operation.
1 Start the operation according to HALT instruction
execution.
Caution:

For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.

RO1AN2832EJ0100 Rev. 1.00 Page 21 of 34
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Bits5to 0
FEA5 FEA4 FEA3 FEA2 FEA1 FEAO CRC Operation Range
0 0 0 00000H to 03FFBH (16 K to 4 bytes)

o

00000H to 07FFBH (32 K to 4 bytes)
00000H to OBFFBH (48 K to 4 bytes)
00000H to OFFFBH (64 K to 4 bytes)
00000H to 13FFBH (80 K to 4 bytes)
00000H to 17FFBH (96 K to 4 bytes)
00000H to 1BFFBH (112 K to 4 bytes
00000H to 1FFFBH (128 K to 4 bytes
00000H to 23FFBH (144 K to 4 bytes
00000H to 27FFBH (160 K to 4 bytes

(

(

(

00000H to 2BFFBH (176 K to 4 bytes

00000H to 2FFFBH (192 K to 4 bytes

)
)
)
)
)
)
00000H to 33FFBH (208 K to 4 bytes)
00000H to 37FFBH (224 K to 4 bytes)
00000H to 3BFFBH (240 K to 4 bytes)
00000H to 3FFFBH (256 K to 4 bytes)
00000H to 43FFBH (272 K to 4 bytes)
00000H to 47FFBH (288 K to 4 bytes)
00000H to 4BFFBH (304 K to 4 bytes)
00000H to 4FFFBH (320 K to 4 bytes)
( )

)

)

)

)

)

)

)

)

)

)

)

00000H to 53FFBH (336 K to 4 bytes
00000H to 57FFBH (352 K to 4 bytes
00000H to 5BFFBH (368 K to 4 bytes

00000H to 5FFFBH (384 K to 4 bytes
00000H to 63FFBH (400 K to 4 bytes
00000H to 67FFBH (416 K to 4 bytes

00000H to 6BFFBH (432 K to 4 bytes
00000H to 6FFFBH (448 K to 4 bytes
00000H to 73FFBH (464 K to 4 bytes
00000H to 77FFBH (480 K to 4 bytes

00000H to 7BFFBH (496 K to 4 bytes
(

ololo|lo|lo|]lo|lo|lo|lo|lo|lo|lo|lo|lo|lo|]lo|lo|lo|lo|lo|loO|lo|lo|jlo|j]o|]lo|loO|lO|lO|O|O
A==~ |lO|l|lOO|lO|lO|O|lO|lO|lO|lO|lO|O|lO|O|O
=== == |O|lO|lO|lO|O|O|O|O|—=|—-~|—~|~|~|~|~]|r|lO|lOj]lOj]O|]|O|O|O|O
== |OlO|lO|O|—=~|~|~|~|O|lO|lO|O|—=~|~|~|~|O|lO|lO|O|—=|—=~|—~]|—~|O|OO|O|O
[ lO|lO|—~|~|O|lO|—~|~|O|lO|—~|~|O|O|—~|~|O|lO|—-~|~O|lO|—=—~O|O|F
o~ lO|—~|O|—~|O|~|O|~|O|—~|O|~|O|—~|O|~|O|—~|O|=~|O|—~|O|=~|O|FR,|O|—

00000H to 7FFFBH
Other than above Setting prohibited

512 K to 4 bytes

Caution:  For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.
Remarks: Input the expected CRC operation value to be used for comparison in the lowest 4 bytes of the
flash memory. Note that the operation range will thereby be reduced by 4 bytes.
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RL78/G13

Safety Function (Flash Memory CRC Operation Function) CC-RL

Object converter option settings

e CRC operation
Do CRC operation: Yes
CRC result output address: OFFFCH
CRC operation range: Addresses 00000H to OFFFBH
CRC operation mode: CRC-CCITT(MSB) type

Object Converter Option Settings (Properties window of CS+ CC-RL build tool)

4‘ CC-RL Property

@) (& B

[» Output File

QOutputs the calculation result of CRC Yes(-CRc)

Dutput address FFFC
. Target range[1]
[0] 0-0FFFB
Type of CRC CRCLCCITT{MSE) type

Initial value
Little endian

RO1AN2832EJ0100 Rev. 1.00
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

5.7.8 High-speed CRC Operation Processing
Figure 5. 9 shows the flowchart for the high-speed CRC operation processing.

< R_HighSpeedCRCProc() >

Mask all interrupts

Enable high-speed CRC
operation
R_CGC_Set_CRCON()

Initialize flash memory CRC
operation result register

Perform high-speed CRC
operation
R_ExecHighSpeedCRC()

Disable CRC operation

Get operation results

Set operation results to return
value

!

< return >

MKO register « FFFFH
MK1 register « FFFFH
MK2 register «+ FFFFH

PGCRCL register « 00H

CRCOEN bit «- 0

Temporary variable result < PGCRCL register

Figure 5.9 High-speed CRC Operation Processing
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

Masking on all interrupts
e Interrupt mask flag registers (MKO, MK1, and MK2)
Set interrupt masks.
Symbol: MKO
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

— . -
—
MKOH MKOL

Symbol: MK1
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

— S -
—
MK1H MK1L

Symbol: MK2
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

— g __
~ T~
MK2H MK2L
Symbol: MKOL
7 6 5 4 3 2 1 0
PMK5 PMK4 PMK3 PMK2 PMK1 PMKO | LVIMK [WDTIMK
1 1 1 1 1 1 1 1
Symbol: MKOH
7 6 5 4 3 2 1 0
SRMKO | STMKO SRMK2 | STMK2
SREMKO SREMK2
CSIMKO01 | CSIMKO00 | DMAMK1 | DMAMKO CSIMK21 | CSIMK20
TMMKO1H TMMK11H
IICMKO1 | IICMKOO IICMK21 | IICMK20
1 1 1 1 1 1 1 1
Symbol: MK1L
7 6 5 4 3 2 1 0
SRMK1 | STMK1
SREMK1
TMMKO3 | TMMKO02 | TMMKO1 | TMMKOO | IICAMKO CSIMK11 | CSIMK10
TMMKO3H
IICMK11 | ICMK10
1 1 1 1 1 1 1 1
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

Symbol: MK1H

7 6 5 4 3 2 1 0
SRMK3 | STMK3
TMMKO04 | TMMK13 | CSIMK31 | CSIMK30 | KRMK ITMK RTCMK | ADMK
IICMK31 [ IICMK30

1 1 1 1 1 1 1 1
Symbol: MK2L
7 6 5 4 3 2 1 0
PMK10 PMK9 PMK8 PMK7 PMK6 | TMMKO7 [ TMMKO6 | TMMKO05
1 1 1 1 1 1 1 1
Symbol: MK2H
7 6 5 4 3 2 1 0
SREMK3
FLMK IICAMKA1 MDMK TMMK12 | TMMK11 [ TMMK10 | PMK11
TMMK13H
1 1 1 1 1 1 1 1
Bits 7t0 0
XXMKX Interrupt processing control
0 Interrupt processing enabled
1 Interrupt processing disabled

Caution:  For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.
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RL78/G13

Safety Function (Flash Memory CRC Operation Function) CC-RL

Flash memory CRC operation results

e Flash memory CRC operation result register (PGCRCL)
Store the high-speed CRC operation results.

Symbol: PGCRCL

15

14

13

12

11

10

9

8

PGCRC15

PGCRC14

PGCRC13

PGCRC12

PGCRC11

PGCRC10

PGCRC9

PGCRC8

7

6

5

4

3

2

1

0

PGCRC7

PGCRC6

PGCRC5

PGCRC4

PGCRC3

PGCRC2

PGCRC1

PGCRCO

Bits 15t0 0

PGCRC151t0 0

High-speed CRC operation results

0000H to
FFFFH

Store the high-speed CRC operation results.

Caution:

For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

5.7.9 Enabling High-speed CRC Operation
Figure 5.10 shows the flowchart for enabling high-speed CRC operation.

< R_CGC_Set_CRCOn() >

Execute HALT instruction to start CRCOEN bit « 1
operation

A 4
< return >

Figure 5.10 Enabling High-speed CRC Operation

5.7.10 Performing High-speed CRC Operation
Figure 5.11 shows the flowchart for performing high-speed CRC operation.

< R_ExecHighSpeedCRC() >

Copy HALT and RET instructions into RAM 1st byte < 0x61 - HALT instruction (upper)
RAM RAM 2nd byte < OxED HALT instruction (lower)
Initialize the following 10 bytes RAM 3rd byte «— 0xD7 RET instruction

RAM 4th to 13th bytes « 0x00 ~ NOP instruction

Branch to RAM address storing
copied HALT instruction

\ 4

( return >

Figure 5.11 Performing High-speed CRC Operation
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

5.7.11 Creating General-purpose CRC Operation Target Data
Figure 5.12 shows the flowchart for creating general-purpose CRC operation target data.

. Arguments
G_CreateDataForComparlsonD data: Pointer to area storing operation target data
size: Size of area storing operation target data

Initialize loop counter to O

A 4

Is loop counter value No
smaller than size of area
storing operation target data

Store loop counter value
in location designated by pointer to
operation target data area

*data < Loop counter

Loop counter + 1

Pointer to area storing operation
target data + 1

General-purpose CRC operation processing
RGeneralPurposeCRCProc()

Copy operation results into area designated by *data «<— operation results (the lower 1 byte)
pointer to area storing operation target data *(data + 1) « operation results (the upper 1 byte)
Argument
*data: Pointer to area storing operation target data

v

< return >

Figure 5.12 Creating General-purpose CRC Operation Target Data
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

5.7.12 General-purpose CRC Operation Processing
Figure 5.13 shows the flowchart for the general-purpose CRC operation processing.

Arguments
R_GeneralPurposeCRCProc() data: Pointer to operation target data
size: Size of operation target data
Initialize CRC data register CRCD register « 0000H

Initialize loop counter to 0

»
»

Is loop counter value No
smaller than size of

operation target data?

Store data at the location designated by CRCIN register < *data
pointer to operation target data in
CRC input register

Loop counter + 1

Pointer to operation target data + 1

[
Wait for 1 clock

Get operation results

Set operation results to return value

v

< return >

Temporary variable result «— CRCD register

Figure 5.13 General-purpose CRC Operation Processing
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

General-purpose CRC operation results
e CRC data register (CRCD)

Store general-purpose CRC operation results.
Symbol: CRCD
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Caution: For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.

General-purpose CRC calculation data

e CRC input register (CRCIN)
Store the data to be subject to calculation by the general-purpose CRC.

Symbol: CRCIN
7 6 5 4 3 2 1 0
Bits 7to 0
Bits 7to 0 Description

00H to FFH [Input data

Caution:  For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.
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5.7.13 Starting INTPO Operation
Figure 5.14 shows the flowchart for starting INTPO operation.

( R_INTCO_Start() >

Clear pin input edge detection (INTPO) PIFO « 0
interrupt request flag
Clear pin input edge detection (INTPO) PMKO < 0
interrupt mask flag

\ 4

< return >

Figure 5.14  Starting INTPO Operation
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RL78/G13 Safety Function (Flash Memory CRC Operation Function) CC-RL

Making INTPO interrupt settings
e Interrupt request flag register (IFOL)
Clear interrupt request flag.
e Interrupt mask flag register (MKOL)
Clear interrupt mask

Symbol: IFOL
7 6 5 4 3 2 1 0
PIF5 PIF4 PIF3 PIF2 PIF1 PIFO LVIIF | WDTIF
X X X X X 0 X X
Bit 2
PIFO Interrupt request flag
0 No interrupt request signal is generated
1 Interrupt request signal is generated, interrupt request status
Symbol: MKOL
7 6 5 4 3 2 1 0
PMK5 PMK4 PMK3 PMK2 PMK1 PMKO LVIMK | WDTIMK
X X X X X 0 X X
Bit 2
PMKO Interrupt processing control
0 Interrupt processing enabled
1 Interrupt processing disabled

Caution:  For details on the register setup procedures, refer to RL78/G13 User's Manual: Hardware.
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6. Sample Code

The sample code is available on the Renesas Electronics Website.

7. Documents for Reference
RL78/G13 User's Manual: Hardware (RO1UHO0146E)
RL78 Family User's Manual: Software (RO1US0015E)

(The latest versions of the documents are available on the Renesas Electronics Website.)

Technical Updates/Technical Brochures

(The latest versions of the documents are available on the Renesas Electronics Website.)

Website and Support

Renesas Electronics Website
e http://www.renesas.com/index.jsp

Inquiries
e  http://www.renesas.com/contact/

RO1AN2832EJ0100 Rev. 1.00
May 28, 2015 RENESAS
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General Precautions in the Handling of MPU/MCU Products

The following usage notes are applicable to al MPU/MCU products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that
have been issued for the products.

1. Handling of Unused Pins

Handle unused pins in accordance with the directions given under Handling of Unused Pins in the

manual.

— The input pins of CMOS products are generally in the high-impedance state. In operation with an
unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of LSI, an
associated shoot-through current flows internally, and malfunctions occur due to the false
recognition of the pin state as an input signal become possible. Unused pins should be handled as
described under Handling of Unused Pins in the manual.

2. Processing at Power-on

The state of the product is undefined at the moment when power is supplied.

— The states of internal circuits in the LSI are indeterminate and the states of register settings and
pins are undefined at the moment when power is supplied.

In a finished product where the reset signal is applied to the external reset pin, the states of pins
are not guaranteed from the moment when power is supplied until the reset process is completed.
In a similar way, the states of pins in a product that is reset by an on-chip power-on reset function
are not guaranteed from the moment when power is supplied until the power reaches the level at
which resetting has been specified.

3. Prohibition of Access to Reserved Addresses
Access to reserved addresses is prohibited.

— The reserved addresses are provided for the possible future expansion of functions. Do not access

these addresses; the correct operation of LSI is not guaranteed if they are accessed.
4. Clock Signals

After applying a reset, only release the reset line after the operating clock signal has become stable.

When switching the clock signal during program execution, wait until the target clock signal has

stabilized.

— When the clock signal is generated with an external resonator (or from an external oscillator)
during a reset, ensure that the reset line is only released after full stabilization of the clock signal.
Moreover, when switching to a clock signal produced with an external resonator (or by an external
oscillator) while program execution is in progress, wait until the target clock signal is stable.

5. Differences between Products

Before changing from one product to another, i.e. to a product with a different part number, confirm

that the change will not lead to problems.

— The characteristics of an MPU or MCU in the same group but having a different part number may
differ in terms of the internal memory capacity, layout pattern, and other factors, which can affect
the ranges of electrical characteristics, such as characteristic values, operating margins, immunity
to noise, and amount of radiated noise. When changing to a product with a different part number,
implement a system-evaluation test for the given product.
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This document may not be reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

(Note 1) "Renesas ics” as used in this means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for

the incorporation of these circuits, software, and information in the design of your i Renesas El ics assumes no ibility for any losses incurred by you or third parties arising from the

2. Renesas ics has used care in preparing the information included in this document, but Renesas Electronics does not warrant that such information is error free. Renesas Electronics

3. Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of third parties by or arising from the use of Renesas Electronics products or

technical information described in this document. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or

4. You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics assumes no responsibility for any losses incurred by you or

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The recommended applications for each Renesas Electronics product depends on

"Standard": C ; office o equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-crime systems; and safety equipment etc.
Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical
implantations etc.), or may cause serious property damages (nuclear reactor control systems, military equipment etc.). You must check the quality grade of each Renesas Electronics product before using it

in a particular application. You may not use any Renesas Electronics product for any application for which it is not intended. Renesas Electronics shall not be in any way liable for any damages or losses

6. You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics, especially with respect to the maximum rating, operating supply voltage

range, movement power voltage range, heat radiation characteristics, installation and other product ct isti Renesas El ics shall have no liability for malfunctions or damages arising out of the

7. Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and
malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to guard them against the
possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas Electronics product, such as safety design for hardware and software including but not limited to

redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult,

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please use Renesas Electronics

products in compliance with all applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive. Renesas Electronics assumes
9. Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or
regulations. You should not use Renesas El products or in this document for any purpose relating to military applications or use by the military, including but not limited to the
development of weapons of mass destruction. When exporting the Renesas Electronics products or technology described in this document, you should comply with the applicable export control laws and
It is the responsibility of the buyer or distributor of Renesas Electronics products, who distributes, disposes of, or otherwise places the product with a third party, to notify such third party in advance of the

contents and conditions set forth in this document, Renesas Electronics assumes no responsibility for any losses incurred by you or third parties as a result of unauthorized use of Renesas Electronics

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products, or if you have any other inquiries.
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